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Bu belge temel olarak “ENDIAN” guvenlik duvari kurulumunu ele
almaktadir. Belge mumkin oldugu kadar kisa ve basit tutulmus ve en
temel sekli ile ENDIAN kurulumu yaparak incelemeniz, denemeniz icin
gerekli rehberligi yapacak sekilde hazirlanmistir. Belgenin yeni

surumlerine http://www.cehturkiye.com adresinden ulasabilirsiniz.

Belge Ozan UCAR tarafindan yazilmistir ve yazarin ismine sadik
kalmak kaydi ile belge izin alinmaksizin her sekilde paylasilabilir ve
dagitilabilir.

Endian Firewall Nedir?

ENDIAN Firewall , Linux tabanl bir dagitim olarak, oldukca gelismis
ve yetenekli bir givenlik duvari dagitimidir.

llk Bakis

Endian oncelik olarak firewall ve icerik filtreleme olmak Uzere pek
cok amaca hizmet edebilecek bir yapiya sahiptir. AntiSpam , Vpn , Packet
Filter gibi bir cok 6zelligi vardir.

Endian oldukca sade bir web yonetim paneline sahiptir. Kullanish ve
kolay bir yapiya sahiptir. Tirkce destegi bulunmakda.

Kurulum Icin Neler Gerekiyor?
Donanim

Kurulum yapmak icin; en az iki ag arabirimine sahip bir bilgisayara

ihtiyaciniz olacaktir.Endian'da 4 farkl interface tanimlanabilir.

Bunlar;
Green : LAN
RED : WAN

: DMZ
Blue : WIFI


http://www.cehturkiye.com/

Endian Kurulum CD’si
Endian  kurulumu icin  ihtiyag¢ duyacagimiz CD imajini
http://www.endian.com/en/community/download/ adresinde vyer alan

mirror kayitlarindan indirebiliriz.

Bu belgenin Endian 2.2 suriumu kullanilarak hazirlanmistir.
Kuruluma Basliyoruz

Iso dosyasini uygun sekilde bir CD’ye yazdiktan sonra kurulum
yapacaginiz bilgisayara takmaniz ve sistemi CD’den boot etmeniz
gerekmektedir.

Sistem acildiktan sonra asagidaki ekran ile karsilasicaksiniz.

ISOLINUX 3.31 2886-H9-25 Copyright (C) 1994-2885 H. Peter Anvin
Helcome to Endian Firewall, Licensed under GHU GPL wversion 2.

PLEASE BEWARE! This installation process wWill kill all
existing partitions on your PC or server. Please be aware
of this before continuing this installation.

—-——- ALL YOUR EXISTING DATA WILL BE DESTROYED ———-

Press RETURN to boot Endian Firewall default installation.

Or, if you are having trouble you can try these options....
Type: nopcHMcia to disable PCHMCIA detection
nousb to disable USBE detection
nousborpcHmcia to disable both PCHCIA & USEB detection
dva to enable ide dma (5i5 chipset workaround)

Bu ekranda “Enter” | tuslayarak kuruluma basliyoruz.



EFW 2.2 (Community Edition) - Protect yourself

| Language selection |

Select the language you wish to use for the EFW.
Deutsch

Italiano

Yukaridaki ekran goruntustnde gorualdagu gibi bizden kurulumu
hangi dilde yapmak istedigimizi soruyor.Bu secimden sonraki asamalarda
kurulum dili belirttiginiz dil olucaktir.Bize uygun olani (English) seciyoruz.

Bir sonraki adimda bizi “Hos Geldin” mesaji ile karsilayarak kuruluma
devam etmek istedigimizi soruyor.Tabii ki evet : )

EFW 2.2 (Community Edition) - Protect yourself

EFY 2.2 (Community Edition)

Uelcome to the EFW installation
program. Selecting Cancel on any
of the following screens will
reboot the conmputer.

{Tab>-<{Alt-Tab> between elements | <Space> selects



Bu pencerede “Endianin diske kurulucagini ve bu asamada diskdeki
tim verilerin silinecegi” konusunda klUgUk bir uyarida bulunuyor.Bu mesaji

kabul edip kuruluma devam ediyoruz.

EFW 2.2 (Community Edition) - Protect yourself
EFW 2.2 (Community Edition)

The installation program will now prepare the
harddisk on ~devrsda. First the disk will be
partitioned, and then the partitions will
have a filesystem put on them.

WARNINGt?! ALL DATA OM THE CURRENT SYSTEM UILL
BE LOST*?

ARE YOU SURE THAT YOU WANT TO INSTALL EFW ON
THIS SYSTEM?

NO

{Tab>s<{fAlt-Tab> between elements | <Space> =selects

Asagidaki pencerede ise Serial Console u Enable etmek istedigimizi
soruyor.



Kurulumdan sonra seri porttan baglanmak istiyorsaniz bunu aktif

edebilirsiniz.

EFW 2.2 (Community Edition) - Protect yourself

Do you want to enable console over serial?

You can enable a conzole over your serial port.
If you choose Yes, you will be able to log into
efw using a serial terminal program on a laptop
connected to the firewall with a nullmodem cable.

<Tab>s<Alt-Tab> betueen elements I <3Space> selects

Diske kurulum icin tim adimlari geride biraktik.Veriler diske yaziliyor.

EFW 2.2 (Comnmunity Edition) - Protect yourself

| Appliance Installer

Partitioning disk...

{Tab>s<Alt-Tab> betueen elements | <3pace> selects



Son bir ayar kaldi , LAN bacaginin ip adresi.Asagidaki resimde benim
network yapima gore “10.0.0.1/8” olarak girilmistir.Size uygun sekilde

doldurup devam ediniz.

EFW 2.2 (Community Edition) - Protect yourself

| GREEN interface |

Enter the IP address information for the
GREEN interface.

IP address:
Network mask:

<Tab>-<{Alt-Tab> between elements | <3pace’> selects

Kurulum asamasi bu noktada sona eriyor ve son olarak sizi tebrik eden bir
pencere cikiyor.Kurulumun basarili oldugunu ve birka¢c ufak yararh bilgi
veriyor ok dedikden sonra makinamiz reboot olucak.



EFW 2.2 (Community Edition) - Protect yourself
| Congratulations? |

EFW was successfully installed. Please remove any floppy
dizsks or CDROM= in the computer. If your system fails to
boot properly, please try booting from a DO3 diskette
and running 'FDISK -MBR' to re-create the Master Boot
Record. Setup will now run where you may configure ISDN,
network cards, and the system passuords. After Setup has
been completed., you should point your web browser at
hitp:rrefu-conmunity or https: sefu-community:168443 (or
whatever you name your EFW), and configure dialup
networking (if required) and remote access. Remember to
set a passuord for the EFW ‘dial’ user, if youw wish non
EFY ’admin’ users to be able to control the link.

{Tab>-<{Alt-Tab> betueen elements | <Space> selects

Asagidaki ekranda bize bazi faydali bilgiler veriyor ve birkac secenek
sunuyor.
LAN daki bir bilgisayardan https://10.0.0.1:10443 adresinden yoOnetim

arayuzune ulasabirsiniz.

Endian Firewall Community release Z£.2.rcZ - Console

Management URL ! https:r-10.0.0.1:108443
Green IP Address @ 18.8.8.1

B) Shell
1) Restore Factory Defaults
21 Reboot

Choice:

Yonetim web araylzune http://10.0.0.1 vada https://10.0.0.1:10443

adresinden erisebilirsiniz bu islemi yaparken sertifika uyarisi ile


https://10.0.0.1:10443/
http://10.0.0.1/
http://10.0.0.1:10443/

karsilasirsaniz bunu kabul ederek oturumu baslatiniz.Web arayuzine
erisim sagladikdan son gelen ilk pencereden “>>" isaretini tiklayarak
temel ayarlamalarn yapabilir.

iIk secenegimiz Dil ve Saat ayarlamalar.

a Endian Firewall - Please select your language - Microsoft Internet Explorer ;Iilll
Fil: Edt Wew Favorites Tools Help | ‘#
@EBack - ) - x] 2] .-‘/b | ' Search - Favorites £ | f_lv s B

Address IE https:fi10.0.0.1: 10443/ cgi-binfsetup/step1 fchdef aulkpe, cgi j Go | Links >

E* Help ‘F— Logout

=2.i Eommunity Ondiad

Iy

3 Welocometo Endian Firewsll

Welcome to Endian Firewall

Please select your language: IEninsh (Englizh) LI

Timezone: I Europedstanbul LI

==k

Endian Firewvall Community release 2.2.rc2 (c) 2004-2005
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Bir sonrali asamada tipik bir lisans anlasmasi penceresi ile karsilasiyoruz

kabul edip ilerliyoruz.

3 Endian Firewall - Change passwords - Microsoft Internet Explorer EIET

File Edit Yiew Favorites Tools Help |
QoBack - O - [ [ @ | ) Search -7 Favorites 42 | R~ B
Address I@ https:ff10.0,0,1: 10443 cgi-bin/setup/stepl fchdef aultpw, cgi J Go ‘ Links **

H* Help "F Logout

n

@ endian firewall
communi

//////////////////ﬁ
»

»  ‘Walcome ta Endian Firevall

Welcome to Endian Firewall

GNU GENERAL PUELIC LICENSE -
Version 2, June 1331

Copyright ([C) 1983, 1991 Fres Softwars Foundation, Ine.
El Framklin 2t, Fifth Floor, Boston, MA 0Z110-
1301 US4
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preawble

The licenses for most software are designed to take avay your
freedom to share and change it. By contrast, the GNU General Public
License is intendsd ta guarantes your freedom to share and change free
software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to

(using it. {%ome other Free Zcoftware Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too. ;I

¥ 8ccERT Linense
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Backup'dan geri donucekmiyiz ? Hayir !

2 Endian Firewall - Restore a backup - Microsoft Internet Explorer

18]
File Edit Yiew Favorites Tools Help | #
QBack -~ ) - [x] 2 lfh | ) Search <7 Favorites 42 | @v & =)

Address @ https:ff10.0,0,1: 10443 cgi-bin/setup/stepl fchdef aultpw, cgi j Go ‘ Links ™

=
H‘Help HLogout
+ endian firewall

seee.: COMMUNIty Ondian

R

3 Impart backup

Do you wart to restore & backup? Mo

Cancel e

Endian Firewall Community relesse 2.2.0c2 (o) 2004-2008
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Sonraki asamada web araylUzunden erisim icin admin sifresi , shell den
yada ssh'dan root erisimi icin tahmin edilmesi guc¢ sifreler belirtiyoruz.

7} Endian Firewall - Change passwords - Microsoft Internet Explorer

=12l
File Edit Wiew Favorites Tools  Help

| &
OBack - O - E @ .(:]|pﬁearch S‘:Lg'Favnrltes & | [zjv & =

S Bs0 ks »
N
E‘ Help "‘F Logout

Ondian

+ endian firewall
w%..: community

G

»  change default password

Web Frontend Passward (admin)

S5H Password (root)

Password * Pagsword *

Confirm Password *

|u"-- Confirm Password *

Cancel =R

Endian Firewwall Community relesses 22002 () 2004-2005
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Sira Network ayarlamalarina geldi.Tekrar hatirlayalim endianda
interface'lerin anlami ;
Green : LAN

RED : WAN
: DMZ
Blue : WIFI
Asagidaki resimde RED yani WAN bacagi icin network tipini soruyor.Uygun

olanini secip ilerliyoruz.Ben ip'yi statik yapacagim icin “ETHERNET
STATIC” sectim.

3 Endian Firewall - Network setup wizard - Microsoft Internet Explorer ;Iiljl

File Edit Wiew Favorites Tools  Help | #

OBack - \‘) - @ @ .(:] | pSearch ‘T;‘?Favnrltes £} | Lf_;‘lv &

Address IE https: ff10.0.0.1: 1 0443 jcgi-binfsetup/step2 wizard, cgi j Go ‘ Links >
N

E‘ Help "‘F Logout

. Lommunity ondiad

G

»  Metwork setup wizard

Step 107 Choose type of RED interface

RED: untrusted, internet connection (/M) Hardware information
Mumber of interfaces 2
" ETHERMET STATIC
€ ETHERNET DHCP
" pPPOE

7 ADSL (USB, FCh
Cisp

1 ARLALOGAIMTS Modem

O GaTBwEY

Cancel | ==

Endian Firewall Cammunity release 2.2 rc2 (o) 2004-2005
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Daha son makinaniza takili 3. veya 4. bir ethernet karti varsa bunu
(DMZ) ve/veya Blue (WIFI) icin yapilandirip yapilandirmayacagimizi
sorucak.Eger makinaniza takili 3. veya 4. bir ethernet karti yoksa bunu
kendisi anlayacak ve asagidaki ekranda goéruduginuz gibi size durmak

yok yolda devam diyecek : )

23 Endian Firewall - Network setup wizard - Microsoft Internet Explorer =121
File Edit Wiew Favorites Tools Help | #
Qsack ~ ) - [*] [ @ | - search ¢ Favorbes 42 | B ta B

Address @ https: /f10,0,0,1: 10443 cai-bing setupfshep? fwizard, cgi j Go | Links **

s

E* Help "’F Logout

T

i community 00didd

3 Metwork setup wizard

Step 207 Chooss network zones

T network segment for servers accessile from internet (DMI)

BLUE: network segment for wireless clients (MFI

1% WokE

ﬁl Cancel | il

Endizn Firgseeall Community relzeses 22002 () 2004-2005
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EFW kurulumu sirasinda belirttigimiz Green yani LAN ip adresi ayarlamalari

bu asamada karsimiza cikacak eger ayarlamalarda bir degisiklik
yapmacaksaniz ilerleyin.

23 Endian Firewall - Network setup wizard - Microsoft Internet Explorer

=181 x|

File Edit Wiew Favorites Tools Help | #

eBack - \‘) - B @ qﬁ | ) search ' Favorites €2 | t:_;v BB

Address I@https:f,l’lD.D.D.1:1D443fcgi-b\n,l’setup,l’stepZJ‘wizard.cgi j Go | Links **
~

@ endian firewall 00dian §

w=%.: community —

N

3 Matwark setup wizard §

Step 37 Metwork preferences

GREEM itrusted, internal netweork (LARI:

IP acidress: 10001 neturork mask: f5-255000 b

Ao additional addresses (one IPMetmask or IPICIDR per line) :
B
=

Inter faces:

Port Link Description MAC Device
1 B ndvanced 7 D0:0c2950:ETLS etho

| ? Advanced 7 00:0c:29:50:a0kt ethl

Hostname: et

Diomainname: OZEANUCER COMm

Cancel | e |

&l
L = 7

|@ Done



RED yani WAN a ait etherhet ayarlamalarina geldi sira , baslangicta
“ETHERNET STATIC” secmistik yani ip'yi static olarak atayacagimizi
belirtmistik bu asamada ip adresini ve gateway adresini yaziyoruz.

3 Endian Firewall - Network setup wizard - Microsoft Internet Explorer ;lilil
File Edit Wiew Favorites Tools  Help | #
OBack - \‘) - @ @ .(b | pSearch ‘;’?Favnrltes £ | L,f_';‘]v &

Address IE https:10.0.0.1: 10443 cgi-binfsetupfstenp? fwizard, coi d Go | Links >

s

O T ondidd

//////////@

5 Matwaork setup wizard

Step 477 Internet access preferences

RED (uritrusted, internet connection (A1

IP address: |1 921661.34 network mask: I.l‘24 - 235.235.235.0 Vl

Add additional addreszes (one IPMetmask or IPICIDR per line) @
=
=

Inter faces:

Port Link Description MAC Device
. 1 i Advanced T 00:0c:29:30:a0hs eth0

= 2 ? Acdegnoed ? 0002950 a0kf athl

Detault gateswsy: IW
MTLL: @ I
Spoot MAC address with, @ I

@ This field may be blank —

we<|  cancel | = =l
@ N




WAN networku icin dns adreslerini giriyoruz.

a Endian Firewall - Network setup wizard - Microsoft Internet Explorer

=17l x|
File Edit Wiew Favorites Tools Help

| &
@Back ~ 3 - [¢] [2] l{h|pSearch <7 Favarites €2 | @v & =]
B s >

=
H‘Help “Logout
+ endian firewall

seeee: COMMUNIty Ondian

v

3 Matwark setup wizard

Step 57 configure DMNS resalver

manual DMS configuration:

DRE 12 |1 9216311
DRE 2 |4.2.2.1

il Cancel | zl

Endian Firesall Community release 2.2.rc2 () 2004-2005
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Web arayizunden yapacagimiz temel ayarlamalar bu kadar.Bu asamaya
kadar yaptigimiz tim degisikliklerin kayitolmasi icin “Ok ,Apply
Configuration” butonuna tiklayip ayarlarin aktif olmasini bekleyecegiz.
Sonra endian ile basbasasiniz.Amaciniza uygun yapilandirabilir en verimli

sekilde kullanabilirsiniz.

2} Endian Firewall - Main page - Microsoft Internet Explorer ==
File Edit Wiew Favorites Tools Help | .".'
@oack ~ o - [¥] [2] ll\J | - Search ¢ Favarkes 42 | [ B
Address @ https:/#10,0.0, 1: 10443 cgi-binfmain.cqi j Go | Links **
N
H* Help "’F Logout
+ endian firewall ondidn
seee.: COMMuNIty eI
System i =3 Firesweall Proxy
Horme
Home »  System status
Metwork configuration
Pazguvards
Description Type IP Address Gateway Interface Status Active Managed
SEH access
Ul settings Main Uplink Ethernst static 182.1658.1.34 192.168.1.1 ethl Connected - 0 5 g
Brackup
Shutdown Efy OZanUCEr Com - 154415 up 16 min, 0 users, load average: 0.76,0.29, 014
Credis
Statusz: Connectad: main (0d Ok 1m 485) Uptirme: 12:44:18 up 16 min, 0 users, load average: 0.76, 0.29, 0.14
Endisn Fireseall Community relesse 2.20c2 () 2004-2008
E
[&] pone ’_ l_ l_ l_ ré_ 0 Internet:

Endian kurulum videosuna http://cehturkiye.com/efw/efwkurulum.html

adresinden ulasabilirsiniz.
EFW ile ilgili diger yapilandirma, icerik filtreleme, VPN , Spam engelleme

ve benzeri islemlerin nasil yapildigindan gelecek belgelerde bahsediyor
olacagiz....


http://cehturkiye.com/pfsense/pfsensekurulum.html

Kaynaklar

www.endian.com
www.cehturkiye.com



http://www.cehturkiye.com/
http://www.endian.com/
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